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moNnva

(57979573 50) NSYON NMIIYN MNIPY /N PN

JN NODIY MAIVND 9T 221 DY PN IR 1900 W MAIWNN YO NN :2H MY

(M1 30) YUNRA P9
10—1 MONWN 93 by ny

(M3 6) 1 NHNY

INN DY DXYON DY VY 12 DY TP YOP DIND

1. #include <stdio.h>

2. int main()

3. {

4. int i,num, Jj;

5. printf ("$s\n", "please enter number") ;
6. scanf ("%d", &num) ;

7. for (i=1;i<=num;i++)

8. {

9. for(int j=1;j<=1;j++)
10. printf ("&s", "*");
11. }

12. }

93 XY IN 1193 X)) DX DN TN 9 X230 MAIWNN 972 NHD) '1-'N DIDYDIY DTHNN DX INIP

1993 X9 / 19 .trap NP0 YNIANND N1 5 1MW DY NI MIAPYa

P2 Y / P2 Jpage fault NP>DS Y¥IANN NN 7 NNV W N8 MAPY3

AMDIVNN 972 NY) 1PPDY YSIANN DR — 10 MY DY N¥ MApYya

. i/0 DN NPODA Y¥INM
. trap DN NP0 YN¥INN
TP DN DX 1AV NHYOIN NIIYNI NN NP NN

P09 YSIAND N
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10.

11.

12.

13.

14.

10.

11.

12.

(711 2) 2 NORY

LDANK NYOMIN NONYA Y 1Y DN Y TP SYOP NY DY

#include <stdio.h>
#tdefine MAX 2000

int main()

{

char ch[MAX] ;

FILE fp = fopen("new file.txt", "r+t");
if (! fp)
{

printf ("Error: could not open file!\n");

return -1;

}

fgets (ch,MAX, fp) ;
fclose (f) ;

}

#include <stdio.h>

int main ()

{
FILE fp = fopen("new file.txt", "r+t");
if (1 fp)
{
printf ("Error: could not open file!\n");
return -1;
}

fprintf (stdout, "pf") ;
fclose (f) ;

}

4 4 Toya Tunn
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(711 2) 3 NONY

(multithreading) ©12°911 12170 MIONA (semaphore) NIND DV INIVMA NN
.(race conditions) 1770 MNIN NN DAMWN DIANYN DY PiY .1

M2 (threads) DNONN YND .2

(threads) DMONND PINT MIPNY .3

.(threads) D12°911N P2 DOVPNX DY MYNINT DY NIIND .4

(711 2) 4 NONRY

LRU Nvowa DONXIND DT NYIZY 10 DIXPIN SWHND NI ,009T N wn >1a P 7OIN
L2713 D7D P NYSANN NN L(PRD INNYN NIIPD ¥Y) 2,0,3,4,5,2 DT WHNVND TONNN

1NXINN DO DX9TN 2NN P N

4 3 2 1
id| V|RW/ A id V|RW/ A id | V|RW | A id | V|RW ]| A
0|0 1 0 0|1 0 1 0|0 | 1 0|0 0 1
10 1 0 1|0 1 1 1|1 1 1 10 0 0
2|1 1 1 2|1 1 1 2|1 1 1 2|1 1 1
310 1 1 310 1 0 310 1 0 3|0 1 1
4 |1 1 0 4 |1 1 0 4 |1 1 0 4 |1 0 1
5|1 0 0 5|1 0 0 5|10 1 0 5|1 0 1
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(M3 4) 5 NHNY

%2 N O2MYN DN D2DPON A0 MOV L(7PI 2 — PYD D) H—/N D2DYDN 1Pan DINY DY 1Y

15 ¥ quantum time DY round robin NVIWA TAYND OINNINNN T NTIPIA NIIWYNI D¥PONN Y230 YT DIND
STAYNN PAT VN INND RO ANYND AYIIT (TPDAN INPNS DNMNI DXIWINN NIY) NMYHIDN

aNwn | Tagn | Pnn nam
(CPU burst) (PID)
20 PI
15 P2
\%e) 13 P3
25 P4
1O 30 P5

MWD 43 NN DNNM DXANIN THX I3 ¥ DXINN NI
.DAN - terminated ;O9N — ready ;TNN — waiting ;TN — running ;WYY — new .1
JINN — terminated ;0VY — ready ;TNN — waiting ; TNN — running ;O9N — new .2
.DON — terminated ;¥IOY — ready ;DON — waiting ;PN — running ;DON — new .3

INN — terminated ;WIOW — ready ;09N — waiting ;TON — running ;O9N — new .4

10°NNN DXIANNIN TN D32 ¥ OYIDNN NN NP0 N2APNN T INKRD NMYHIIN 32
.DON — terminated ;DON — ready ;TNN — waiting ;TNN — running ;YWY — new .1
JINN = terminated ;09N — ready ;0" — waiting ; TON — running ;YWY — new .2
.DON — terminated ;Y2IN — ready ;DON — waiting ; TON — running ;DON — new .3

CTNN — terminated ;WIDY — ready ;09N — waiting ;NN — running ;O9X — new .4

1D>NNM DXIANNNN TN DI ¥ DYIONN NN .TPNIIPON NP0 NXAPNN Ty INND NMYWHN 20
.DON — terminated ;DON — ready ;TNN — waiting ; TON — running ;i ¥9Y — new .1

.DON — terminated ;DON — ready ;0 — waiting ;TN — running ;DY — new .2

.DAN - terminated ;IY1IN — ready ;DON — waiting ;TON — running ;DON — new .3

.DON — terminated ;0" — ready ;WYY — waiting ;TON — running ;D9N — new .4
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(711 2) 6 NOHNY

1193203 XN T NOIWND YNNIV DYIONN DINID

AN MY | Tayn At | PYnn nhm
(CPU burst) (PID)
0 10 Pl
2 5 P2
5 3 P3
7 10 P4
8 12 P5

ISRTF DNINONI YSINND MINNNN I3 77> 710

82 .1
114 2
118 .3
126 4
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(MT193 6) 7 NHNY

(P32 — pyo H3) 71—/N DOYON PPN AVIDY HY Ny

[(paging) DT NVOWA SWNIN NIINN NN NIN N19YN NIIWH

5 )M

.0N2 1,024 NI 97T 92 DTN

LRU DM 9NN 09T M9 1000 DYNN 19¥9IN NIIyna

D297 32 7Y 99919 9121 NPT AN DN D3PI DTN NNN

P1 7O00n v 097N NoavN PoN Pnd

W N = O

34
35
37
38

frame
11000
12025
45673
87234

23144
26978
19287
31947

APD HNNWN NIIPY W) 2,2, 1,0, 34,38, 34,35,37 DATO MW w1

X127 MNON VDY INPIN TONNY RAM™ NNy DaTH Noav

WA PIDNY MW NN .CYNI8TOPN ©02) 8DSO ININIY M MINWNN IN NY1) NYSIANN NNID PN NP
1790 NIRNIND

4 8 Tnya Tunn

Bain} S|
oYY .2
vy 3

V1IN 4

M NYNN DY MDD NIINDON NN
27362 .1

294475 2

3659 .3
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TIONND INPINY MNDHNN VDY INSD DT IDIN M MNwnd Ivnin NN )

34,35,37 .1
35,37,34 .2
38,35,37 .3
35,37,38 4

MY YN 9910 XD TPONNN DY NN NOXNNN PN POXTY MY Ind LY

yav 1
ywn .2
wy 3

vy DNN 4

(M7 2) 8 NHNY

$ grep -E 'M[0-91{2}/[0-9]{2}/[0-9]{4}$' log.txt | sort | tail -7 > test.txt :NTIPON NHIM

test.txt N2IPN 9> MM IDIN log.txt XIPN TINHD MNY YAV test.txt XDIPN 923 ,NTIPAN NXIN INND
I ITDI MDD XX/XX/XXXX VDT PIY MNINRD MNYD yay .1

A9 9TD2 MPIN XX/XX/XXXX VAN PIY MNINND MNWH yay .2

IY ITOI MDD XX/XX/XXXX VDN PIY MNYNID MM yay .3

S99 9702 MMINND XX/XX/XXXX VNN PAY MNYNID MNvin yay 4

(711 2) 9 NONY
$ umask 0022 :NTIPON NN

MTIPAN NI INND DINAPI MNXYIN P 7N

STW-TwW---- .1
STW-T----- 2
STW-TW-TW- .3
-TWXrw-r-- 4

4 9 Toya Tunn
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10 Tnya Twnn

(M7 2) 10 NONY

$ fallocate -1 550k /swap/dev/f1:nTIPON NN

MTIPON NN MIAPY NP> NN

. 550kb 512 NI NLY ONN dev PN OOPN 1 XDIPD
. 550kb 5712 NI NLY DY ,f1 DY X2IP I dev 1P N2
. 550kb 5N MNY swap OW1A NXNNA 0PN 1 NMOPINN DY NIINN NLY

. 550kb 5713 11199 LY GONNY ,swap PO>TAVY dev N»PONI DOPN 1 XIPY

d
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(M1 20) 1Y P99

(MTIP1 4) 11 NONY

.DANYN 37) DYDONN 4 99001 ,NIWN NN DOVIN DINAD

.DPMY 3 550 R37),00pMmy 2 5200 R2 ,00pmy 4 o0 R1

VP PINH ANYNN NP XM, DINMP ANSP PI8D POIND PPIY N

NOI0IO
pa¥ay

O
O

OO

R1 R2 R3

11 N5NRYY N

7725 720NN 110 — IWON ON ON R27D p2 DY AINWNT NYPI NN DIAPY IWIN DN

YPIAN DN DIAPD WON
.deadlock S¥ 231D X1 YD, NVYPAN NN DIAPY IWIN ON
.D¥257NN DY TN IWAN 11X ITON INY OMP I ,YPIN NN DIAPY IWIN X

.DX2°911N MY DY NAYIN 2NN I YD, NYPIAN DN DIAPY IWIN N
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(7113 3) 12 NOHNY

TIPS NIDN TIPN YOPA AT ININN DXIONNN XY NN PN, NP YOP DN

1. #include <stdio.h>

2. #include <unistd.h>

3. #include <sys/wait.h>

4. int main()

5. {

6. char* arr[] = {"ls", "-1", "-R", "-a", NULL};
7. if (fork())

8. (1)

9. fork () ; 12 DHNYY N
10. return 0;

11. }

2(1)72 MMDNN NNV NIDNN NTIPON 1N
wait(NULL); .1

fork(); .2

break; .3

execv(“/bin/ls”, arr); .4

4 12 Toya Twnn
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$ gcc test.c -o test

$

./test

#include <stdio.h>

#include <unistd.h>

#include <sys/types.h>

#include <sys/wait.h>

int main()

{

10.

11.

12.

13.

14.

15.

l6.

17.

-12 -

(MTIP1 3) 13 NONY

{773 3 — Pyo Y3) 7a—/N DXOYYDN 12N TNNR HY 1Y

O NOYANN NIIYNI MTIPA DIND

stest.c XIPN 19N PO

char *args[] = {"ls", "-la", NULL};

pid t pidl,pid2;

printf ("Original process PID:

pidl= fork();

printf ("Process created, PID:

pid2 = fork();

printf ("Process created, PID:

if (pid2==0)
execv ("/bin/ls", args);

return 0;

$d\n", getpid());

%$d, Parent PID: %d\n", getpid(), getppid());
%$d, Parent PID: %d\n", getpid(), getppid());

Is ITIPON DY 1VION TNNY TNDXNA WNIANT MOWHN DI DN ,NMINNN NXXI DD INKRD TONY IDSTY MY NNd N

IDNX NNV NN

vy .1
yay .2
mmny 3
ywn 4

IN9XNA IWNAND MDIVAN DIV 1NN 1DHNINN NXIN DPDI I O9NN NN .a

4 13 1oya Twnn
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10.

11.

12.

13.

14.

15.

flag[o0] = false;
flag[1l] = false;

int turn;

flag[0] = true;
turn = 1;

while (flag[l]==true && turn

{ /* busy wait*/ }
// critical section PO

flag[0] = false;

flag[l] = true;

turn = 0;

while (flag[0]==true && turn == 0)

{ /*busy wait */ }
// critical section P1

flag[l] = false;

4 14 Toya Twnn
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{7732 — Yo H3) "N—/N DYDN D3 Sy 1Y

:DY20NN MY DY TP SYOP OONYY .\

PO TP yOp

P1 Tp yop

111 7Y SW NPXNN MIAPYA NP> N
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31909 ININND DYONNN 'N—7'2 DIIYD

2NN MTHONY P2 IVDYT AIYNNY wawmY MNNN I Y0 Nnni (Tower Bridge) N9 NTISN W)

NYND — WD TIND DYNINI I DI 112X NN YN .DDTIN NYWD DXIDINND ,NNINTIIVI MWD 200 WD
JYTNNN POY DYNINM 92390 12800 NN NI T NN, IMIND I2YND TY NN WD ,TPINT NIZYI NPNIND

VI HOTIN NIYA DXIAXIND DXNININ MY DIN NN IWN 130N DIND

PNOY DNNWNN TN PWRIN TPONNI
pthread mutex t mutex, wrt;
int cnt=0;

:thread B™Y thread A — D12°5171 MY 1)

:0Y91090 MOIN — thread A

1 do {

2. wait (mutex) ;

3. cnt++;

4. if (cnt==1)

5. {

6. wait (wrt) ;

7. //redlight () ;

8. }

9. signal (mutex) ;

10. //greenLight () ;

11. wailt (mutex) ;

12. cnt--;

13. if (ecnt == 0)

14. {

15. signal (wrt) ;
16. //greenLight () ;
17. }

18. signal (mutex) ;
19. } while(true);

{15 Toya Twnn
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10.
11.
12.
13.
14.
15.

16.

4 16 Toya Twnon

wait (wrt) ;
//redlight () ;
openGate () ;
signal (wrt) ;

//greenLight () ;

} while(true) ;

_15_

WD NIOIN - thread B

MININ DY I NI N

(deadlock) NRPY DIND 21> TR NTTN NYIN D»PNR PINAN

(deadlock) )INSYPI DYNI 9127 IPNY TN NYIN DOPN PINN

OTTN DYIN OMPN NN PNIND

(deadlock) NDPY NIINA PNV NAYIND DIND 212> PNINAN

1

.2

3

4

;NI 19N (semaphore) MONDI mutex™1 DIVVL NN PTINY ,DXIMNIN YW TP NN NNWH WA MONN

semaphore mutex;

do {

signal (mutex) ;

if (cnt==1)
{
wait (wrt) ;
//redlight () ;
}
//greenLight () ;

wait (mutex) ;

if (cnt == 0)

{

signal (wrt) ;
//greenLight () ;

}

} while (true);

NINNN DY INYSI DN PIND 1IN

(deadlock) PNXOPY DIND 01> YINYW NINSN

(deadlock) PNRPY DIND 21D XD YINY NN

OTTN DY DOPN YINY NIND

JPTTN DYNIN OOPHN KD YINY PNINSD

1

2

.2

2
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MINNN WSNY NPYN INKRD PNINT NMINTN DY N0 N N T
AN DY NPNOND DYNN NN PTYND YHINY NInan - .1
M2 DPIND DYNN DX PTYD YW PINsan - .2
VNN DYDY NPIND DN NPNY J9INT DNOIN YW PNINaN - .3

DPINDY NPNIOND NPNY J9IND DNMNN 19N INRDTY LTI INYRIN DR DYND DX PIYND YW PInsn - 4

MIIN9 ,02VYIPN DOYLPN N PVIPN YOPN NN — thread A"1 D
100w 1
17-12178-3 mMw .2
17-1271,10 8=3 MW .3

17-3 My 4
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(P73 50) D2aWNM MNYI DN NNVYPN /2 PN

JN NODIAY MAIVYNN 9T 223 DY P IR 1200 ¥ MAIVNN HI NN :2H MY

(M1 30) YUNRA P9
1679 15 MORYN *NY Yy 1Y

(M1p3 15) 15 NHNRY
(P2 3 — Pyo H3H) NONYA DYOYYDN DI HY Ny

NIMDNI TP MIDNT MINDND DXON1NNN ,PINN DIWNNT DXDYDN DY MY 12 1NNIANN .DHCP DWW Tp DIND
(5)—(1) ©>190n2

1. #include <winsock2.h>

2. #include <ws2tcpip.h>

3. #include <stdio.h>

4.

5. #pragma comment (1ib, "Ws2 32.1ib")
6.

7. #define DHCP_ SERVER PORT 67

8. #define DHCP CLIENT PORT 68

10. #define DHCP_DISCOVER 1
11. #define DHCP_OFFER 2
12.

13. struct dhcp packet {

14. uint8 t op; // Message type

15. uint8 t htype; // Hardware address type

16. uint8 t hlen; // Hardware address length

17. uint8 t hops; // Hops

18. uint32 t xid; // Transaction ID

19. uintlé_t secs; // Seconds elapsed

20. uintle t flags; // Flags

21. uint32 t ciaddr; // Client IP address (if already in use)
22. uint32 t yiaddr; // Your (client) IP address

23. uint32 t siaddr; // Next server IP address

24 . uint32 t giaddr; // Relay agent IP address

25. unsigned char chaddr[16]; // Client hardware address
26. unsigned char sname([64]; // Server name

27. unsigned char file[128]; // Boot filename

28. unsigned char options[312]; // Optional parameters
29. };

30.

4 18 Tya Twnn
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31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44 .
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64 .
65.
66.
67.
68.
69.
70.

void create dhcp offer(struct dhcp packet *offer,
offer-sop = 2; // Reply
offer->htype = discover-shtype;
offer->hlen = discover->hlen;

0;

offer->hops
offer->xid = discover->xid;
offer->secs = 0;

offer->flags = discover->flags;

offer->ciaddr

0;

offer->yiaddr htonl (0xc0a80064) ;

offer->siaddr

0;

offer->giaddr = 0;

memcpy (offer->chaddr, discover->chaddr, 16);
memset (offer->sname, 0, 64);
memset (offer->file, 0, 128);

memset (offer-soptions, 0, 312);

offer->options[0] 53; // DHCP message type

offer-soptions[1] = 1; // Length

offer->options[2]

DHCP_OFFER;

int main()

WSADATA wsaData;

int iResult;

SOCKET ListenSocket = INVALID SOCKET;
struct sockaddr in serverAddr, clientAddr;

int clientAddrLen = sizeof (clientAddr) ;

// Example IP:

struct dhcp packet

192.168.0.100

struct dhcp packet discoverPacket, offerPacket;

// Initialize Winsock

iResult = WSAStartup (MAKEWORD (2, 2), &wsaData) ;
if (iResult != 0) {
printf (“WSAStartup failed: %d\n”, iResult) ;

return 1;

// Create a UDP socket
* k% ListenSocket =

IPPROTO_UDP

4 19 Toya Twnon

socket (AF_INET, SOCK DGRAM,

*discover) {
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71.
72.
73.
74 .
75.
76.
77 .
78.
79.
80.
81.
82.
83.
84 .
85.
86.
87.
88.
89.
90.
91.
92.
93.
94 .
95.
96.
97.
98.
99.
100. il
101.
102.
103.
104.
105.
106.
107.
108.
109.
110.

4 20 Tya Twnon

if (ListenSocket == INVALID SOCKET) ({
printf (“Socket creation failed: %d\n”, WSAGetLastError());
WSACleanup () ;

return 1;

// Bind the socket to the DHCP server port
serverAddr.sin family = AF INET;
serverAddr.sin addr.s_addr = htonl (INADDR_ANY) ;

serverAddr.sin port = htons (DHCP_SERVER PORT) ;

if (bind(ListenSocket, (struct sockaddr*)&serverAddr, sizeof (serverAddr)) ==
SOCKET ERROR) {
printf (“Bind failed: %d\n”, WSAGetLastError());
closesocket (ListenSocket) ;
WSACleanup () ;
return 1;
}
while (1) {
// Receive DHCP discover packets
iResult=recvirom(ListenSocket, (char*)&discoverPacket, sizeof (discoverPacket), 0,
(struct sockaddr*) &clientAddr, &clientAddrLen) ;
if (iResult == SOCKET_ ERROR) {
printf (“recvfrom failed: %d\n”, WSAGetLastError()) ;
closesocket (ListenSocket) ;
WSACleanup () ;

return 1;

if (discoverPacket.op == 1 &&
discoverPacket.options[0] == ( (2) ) &&
(3) )

discoverPacket.options[2] =

printf (“Received DHCP Discover\n”) ;

// Create a DHCP offer packet

(4) ;

// Send the DHCP offer packet

clientAddr.sin port = htons (DHCP_CLIENT PORT) ;
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111. iResult=sendto (ListenSocket, (char*) &offerPacket, sizeof (offerPacket), 0,
112. (struct sockaddr*) &clientAddr, clientAddrLen) ;

113. if (iResult == SOCKET_ERROR) {

114. printf (“sendto failed: %d\n”, WSAGetLastError());
115. closesocket (ListenSocket) ;

1l6. WSACleanup () ;

117. return 1;

118. }

119.

120. printf (“Sent DHCP Offer\n”) ;

121. }

122. }

123.

124. // Cleanup

125. closesocket (ListenSocket) ;

126. WSACleanup () ;

127.

128. return O;

129. }

VN 1P 29 by 09295V D9YYDN DY 1Y

790NN VNI INN .69 NIV (1)72 PPIDNN DIPNI TVNID DN (socket) LPIDN NITHNT N
IPPROTO_UDP .1
IPPROTO_DNS .2
SOCKET_UDP .3

SOCKET_TCP 4

TN .while(1)72 DITIN 89 NNWIA NNOWN  .a
9PN MY DY N OWO 7291 NNN DY YN AN Pvaa Tpnw > .1
IDYN D90 NN XY LTI NNR DY Y8 INDIDN P31 Mpnw 1o .2
QAT DTN XY NNINNA INY DIV ,DXAYI PO PR YNIM IRDWDN PIYA3 TIpnv »T1d .3

DIYD TENTY NN DYID MIYIN PN KD TV ,000Y9 MO PN YNNI ARDDN P Hpnv O Ty 4

4 21 1oya Twnon
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7(2)72 Y)H0NN DIPN1,101 NIV HON I19DN NN

53 1
68 .2
80 .3
110 4

2(3)72 Y2I0NN DIPHNA ,102 NNV NIDNN NTIPAN SN
discoverPacket .1

offerPacket .2

DHCP_DISCOVER .3

DHCP_OFFER 4

(4)72 Y)HDNN DIPNI,107 NIV NIDN TIP NNV VN
create_dhcp_offer(&offerPacket, &discoverPacket); .1
create_dhcp_offer(&discoverPacket , &offerPacket); .2
sendto(ListenSocket, (char*)&offerPacket, sizeof(offerPacket); .3

closesocket(ListenSocket); .4

2
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J) N9DIAY NINDINVDY 1DNOY NIPNRD NNIND 1IN MON» NN 18—16 MONY

DD XIND OPMDN 11D OININD DPNYD NINMNN ,TPNIND™PA 110 N3N XN (Global-Food) 7195312 n1an
NIOP RN DYV 1D OINID,DIPNNNY DIVN PIN NI DY ANI NN DYIN 192NN

NPNYNIVI NYHNVYNY ,DIPHYVLIY DNIINN MYITY DINNIND DXWTN DIXIN MN’OT D2 DXANYND NYPYN 172NN
NP ,TNPNA D31112) DIPNA DITYN DPMIN DIIXIND PIDY NNINND NI .DXINIIN NI MNTPNNI MY>TN
NN A5V DO NNV MK HY DY) DOXVITIVDI TINYD

7 19207 YWY MNIND M1I20 NPIPIYNT MPINHN

00 PV PN ,DIDIDI ,PINVY NPMILIVON DY MINRINN :PIPY NPYNN

PPVDNOMN NPAONRT MR NP ,NNNT TOAN ;NN 11ION Iy MNINN NN 219N NPONN
.DPDMYYN DIVPI DDININ 21110 ,DXTIY D) DY THININN WX YARYA NPONN

YTN NPNONIV NYHLM ,DXWTN DN MNP ,DNMP DIINID NV DY THNINNX :MIN IPNN NPONN

:D2I1Y) YIND DX9ND NYIIN N2 7NNV INDIN ') NADI

MDY IPNND NPONNY YN YANYND NPYNN :yaw N2 - (LAN-South) 1 99D
PIVY NPONMY NOMIN PID AN DN — (LAN-Management) 2 90D

NN 9WAN NPONN INNY NP — (LAN-Product) 3 990

5¥191 MY DIPN 2P M — (LAN-Hong-Kong) 4 90

4 23 Toya Twnon
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(M71p3 15) 16 NOHNRY

(P2 1.5 — 9y H3Y) NHNWA D29YDN 93 Dy 1Y
) NODIY MINNINLY DION»NN 'N—/N DIDYD

. 226.3.67.8 TP~ N2INI3D Ny NV Workerl awnn .8
123 NI DINAY DTN NN
IYTINN NN Y2p> Manager2 avnn .1
SYTINN DX DAP> XD DIAVNNIN TN N .2
AYTIND DX DAPY TNN AWNHN INY - .3

YTINN DX 92> Worker2 awnn Py .4

100P1n DNS DY) 172.16.3.2 N2INIIY JpNNN DY ININKRD YSID N> N .4
.DN0DN INRD MIVIPRN NP MAININ DI IN HNVIND NNNI YHRNYHY Pavny .1
.DINT VIP DD, NYINN INNY VITVINT MYPA 97 Y NPV PINnY .2
NN NN N8N NID OIYAVI ,WPiann INND N3N NITY 2WND wnnvnd oy .3

MDNYNN DY POV NI DN PINY 4

701N M2XaN MOYNY 71501 NN »TI EIGRP 717101192 Metric Value™ D 2winn T8 L)
hop count — DYN9>T1 99DN MYSHNA P .1
delay — PAVN MYSNNA P .2
bandwidth — D9 2N MysHNI P .3

bandwidth and delay — 1>NwiNY D9 2MI MYSNNI 4

Worker4 2wnmn» (Trivial File Transfer Protocol) TFTP Y¥ DXNVLAIND XD DN NN NNAYN YIND TP IWN T
1(File Server) 172.16.8.1/24 ©>8apn NIWY 192.168.10.1/24

Access-list 100 deny host 192.168.10.1 host 172.16.8.1 eq 69 .1
Access-list 110 permit ip host 192.168.10.1 host 172.16.8.1 eq 69 .2
Access-list 100 deny udp host 192.168.10.1 host 172.16.8.1 eq 69 .3

Access-list 100 deny tcp host 192.168.10.1 any 172.16.8.1 eq tftp .4

4 24 Toya Twnon
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:LAN-Product™2 Op»101 Router3 2N32 NANIIY show ip route NTIPON DY VIS DINAD

Router3# show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

NI - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i-IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 10 subnets, 4 masks

S 172.16.0.0/24 [1/0] via 172.16.6.1

0 172.16.1.0/24 [110/129] via 172.16.6.1, 00:16:48, Serial0/2/0
0 172.16.2.0/24 [110/129] via 172.16.6.1,00:16:48, Serial0/2/0
0 172.16.3.0/24 [110/65] via 172.16.6.1, 00:16:48, Serial0/2/0
C 172.16.4.0/24 is directly connected, GigabitEthernet0/0/0

L 172.16.4.254/32 is directly connected, GigabitEthernet0/0/0
0 172.16.5.0/29 [110/128] via 172.16.6.1, 00:16:48, Serial0/2/0
C 172.16.6.0/24 is directly connected, Serial0/2/0

L 172.16.6.2/32 is directly connected, Serial0/2/0

0 172.16.7.0/30 [110/128] via 172.16.6.1,00:16:48, Serial0/2/0
S 200.10.10.0/24 [2/0] via 172.16.6.1

1172.16.0.0/24 N2 D»LVLON DXINNN Y DXINN NPXNN INNRD WINND >IN 7 N

4 25 Toya Twnon

65 DY Metric DY 172.16.4.254 777
65 SV Metric DY 172.16.6.1 717
129 S Metric Oy 172.16.6.1 777

129 5¥ Metric Oy 172.16.4.254 717

1

.2

)
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IPv672 DN2IND DINAD
2041:0000:0000:040F:0000:0000:875B:131B

D2 DINIPHND NININ NNNI NAINDN AN TXOD
2041::40F:0:0:875B:131B .1
2041:0:0:40F:875B:131B .2

2041::40F::875B:131B .3

2041::040F:0:0:875B:131B .4

Y MIADI IWNN NPNTNOV DY IWPNA Virtualization 1 NIVN >0
PN MNYI DNYY NANDN JIT INY DNV HONND IN PNY .1
JNYND NPPY NN PNaND .2

JOIYNN NNLVIAN NN WD .3

DYONIVIY MINDN IADN VINIW ST> DY DO DIANYN DY D2y D180 IWwand 4

!(Infrastructure as a Service) [aaS™) (Platform as a Service) PaaS D>pavn NN
MIAY N30 PPN [aaS™1 ,ONIL) NIMN MNWN POON PaaS .1
DOONIVPY IDIN NYNYN POON TaaS™y MM NAD PAON PaaS .2
.MDAS NTAY NDIAD DXPIDN DMWY .3

.MMA> DMV NPNIYN DPADN DY 4

1(Service Set Identifier) SSID NN2NN NON»NN NND
WLAN - DOINOR 1OMpn nwo .1

VLAN — OONIODY 70PN nvo - .2
Subnet-Mask — NWI"NN NOONO .3

Authentication Protocol — MODININ NV DY MNON NP0 4

Ipv6-1 Link-Local D2yn2 >nNn

JODPN DY NMNI ONPHN P2 NNYPNY NTYYHY NNy .1
JO)IOPNN NYID DNPNN OY NNYPNY Dvnvny nand - .2
.(File Server) D>Xap »NIYY P NTYVPNY NIND .3

PMIPNT DY 2NN DY D3 ONND NTYVPHY N1nD 4

4 26 Toya Twnon

N

X



,022UN0D MNYN DNN) NNYPN 0¥ MWD MNPY - 24 -
714913 YN0 ,N”9vnN AN

(M1 20) 1Y P99
.18—17 MHRWUN Pan HNN HY 1Y

(M3 20) 17 NORY

(P2 1.25 — pyo H3) NHNYA DYOOYDN D HY Ny
J3 NADIAY MINNINIVY DIONIHN 'N—/N DYV

. 172.16.2.0/247Y 172.16.1.0/24 IP~N ™M2IND OY DXNNND MY 1T DHCP Server-n Nwa
NN NN H2APN 12NN ,DHCP Discover N2 NWAY INIWYNRIY 72NDN LAN-South nwY2 Workerl 2wnn
737 N2IND AWNNN D2 WMTNA . 169.254.199.43/16 1PN

JOIVPRD PADN DDPY NPPIN NAINI I ,VIIVINRD IINNNY 21D NI 1D
. Gig0/0/1 NMN>¥>2 Routerl 211 ip helper-address 172.16.3.1 17PN 77T KD 1D
. Gig0/0/0 NMN>%>2 Routerl M2 ip helper-address 172.16.3.1 NTPoN N7TNN XD *D

.Gig0/0/0 NN>%>3 Router2 213 ip helper-address 172.16.3.1 NTPan NITNN XD D

1

2

Routerl 2Mm2a MITHNN DI . 172.16.2.0/2471 172.16.1.0/24 TP~N M21NI DY DX NNN MW 1NN DHCP Server™n NIv3a
Worker2 2wnN1 531> MIAINI WON .MTIY MPPN

IPv4 Address: 172.16.2.250
Subnet Mask: 255.255.255.255
Default Gateway: 172.16.2.254
DNS Server: 172.16.3.2

IPv4 Address: 172.16.2.0
Subnet Mask: 255.255.255.0
Default Gateway: 172.16.2.254

DNS Server: 172.16.3.2

IPv4 Address: 172.16.2.1
Subnet Mask: 255.255.255.0
Default Gateway: 172.16.2.255

DNS Server: 172.16.3.2

IPv4 Address: 172.16.2.1
Subnet Mask: 255.255.255.0
Default Gateway: 172.16.2.254

DNS Server: 172.16.3.2
< 27 Tmya BAZAN
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DTP 5591017990 DPYY T 1807 MITHN DYDY 1TNIN ,DWIN DN Switch6™) Switch5 ,Switch4 D»NNM

4 28 Tya Twnon

Dynamic Desirable™> Fa0/1 pwnnn 973 SwitchS NN DN NP> N

Trunk™ DPVMIVIN DY Switch5 NN Fa0/2 PYnnn
Trunk™> PVMIVIN DY Switch4 3NN Fa0/2 pwmnnn
Access mode™d MPVMIVIN DYV Switch6 3NN Fa0/1 pwnnn

Access mode™d MLMIVIN DYV Switch5 3NN Fa0/2 pwnnin

1

.2

7OSPF 21mmn D1710199 DX PTHND T Router2 2Ma 21N29 ¥ MTIPO DN

Router2(config)# router OSPF 1

Router2(config-router)# network 172.16.5.0
Router2(config-router)# network 172.16.3.0
Router2(config-router)# network 172.16.6.0

Router2(config-router)# network 172.16.7.0

Router2(config)# router OSPF 1

Router2(config-router)# network 172.16.5.0
Router2(config-router)# network 172.16.2.0
Router2(config-router)# network 172.16.6.0

Router2(config-router)# network 172.16.7.0

Router2(config)# router OSPF 1

Router2(config-router)# network 172.16.5.0
Router2(config-router)# network 172.16.3.0
Router2(config-router)# network 172.16.6.0

Router2(config-router)# network 172.16.7.0

Router2(config)# router OSPF 1

Router2(config-router)# network 172.16.5.0
Router2(config-router)# network 172.16.3.0
Router2(config-router)# network 172.16.4.0

Router2(config-router)# network 172.16.7.0

0.0.0.0 area 0

0.0.255.255 area 0

0.0.0.255 area 0

0.0.03area0

0.0.0.7 area 0

0.0.0.255 area O

0.0.3.255 area 0

0.0.03area0

0.0.0.7 area 0

0.0.0.255 area 0

0.0.0.255 area 0

0.0.03area0

0.0.0.7 area 0

0.0.0.255 area 0

0.0.0.255 area O

0.0.09area0

1

2

N
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OSPF - T 230 2710179 5T DY 7T 172.16.4.0/24 nwIY Router2 ANI PA (primary route) YIPO¥ 230710
ND IN T XD NPT OIPIVN NIV N1IPNY NI (Floating Static Route) 798 YOOD 111»” PTHN NTIP WN
12099 P

Router2(config)# ip route 172.16.4.0 0.0.0.255 172.16.6.2 250 .1
Router2(config)# ip route 172.16.4.0 255.255.255.0 172.16.6.0 250 .2
Router2(config)# ip route 172.16.4.254 2552552550 172.16.62 250 .3

Router2(config)# ip route 172.16.4.0 255.255.255.0 172.16.6.2 250 .4

TAN D29 TAN ,DYD YN DXYN PINK .(5)—(1) B§’19D1N DNIMDNN ,07IVX2 AYNIN DXIDN DIV YOPI
11231 MV NN DN TNN 932 1IN .DIDNN DMMVIANN

NDN NTY MYNNNA (routing updates) 23N ONITY OXNIY OSPF 210N 2I1PIiv11o 0N 1THNY DN DI
DX2MN 922 TN DTHN NPIID . (3) -y DR™D Y9N DA (2) n1Yynoa (1)
.Router default OSPF priority = 1

. (5) 2M) XD (Backup Designated Router) BDR™ 9n2»v ami, (4) am Ny DR™D 9N2»Yw 2amn
(5 (4 (3 (2
Routerl i Routerl i Main i 2240.0.255 i Multicast i
Router2 i Router2 i BDR i 169.15.15.255 i Broadcast .ii
Router3 .iii Router3 .iii Successor .iii 224.0.0.5 il Unicast .iii
Router4d .iv Router4 .iv FS v 12700.1 v Anycast .iv

Router2 2ma Ny mmMps 0290

Router2 (config)# ip access-list extended Gl

Router2 (config-ext-nacl)# permit tcp 172.16.4.0 0.0.0.255 host 172.16.3.5 eqg 1433

Router2 (config-ext-nacl)# deny ip any any

Router?2 (config-ext-nacl)# exit
1050 MTIPON MYNAN NN
. 172.16.4.0/24 nvI O >WNNWNY P Sql Server NIWY Y)Y MIVARD .1
. 172.16.4.0/24 nwa O wnnwn? p3 TCP 51101792 I MIVOND .2
. 172.16.4.0/24 nwI O OWNNWND P Sql Server NIWY DY MNOIN .3

. 172.16.3.0/24 v O wnnwND P File Server NIWY 1Y) MNOIN - .4

4 29 Toya Twnn
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0995w YOPN NN 2N ,LAN-Hong-Kong N¥12 ©WHNYN NAY Router5 212 DHCP M nwaHn 5mn .N
TAN 900 TN ,DXYD IWIMIN DXV PINK .(1)—(5) DI190H1 DNMDNN ,07IV1 NYNIN DXI0N YLPa
120 MYYAN NN 0NN TNXR 922 1IN .DXIDNN DMNIVIININ
Router5 (config)#ip (1) HongKong

Router5 (dhcp-config)#network (2) (3)

Router5 (dhcp-config) #default-router (4)
Router5 (dhecp-config) #dns-server (5)

Router5 (dhcp-config) #exit

5 (4 (3 (2 (1
192.168.10.0 .i 192.168.10.0 .i 192.168.10.0 i 192.168.10.0 i pool any .i
2552552550 .ii 255.255.2550 .ii 2552552550 .ii 2552552550 .ii dhcp pool .ii
192.168.10.254 .iii 192.168.10.254 .iii 192.168.10.254 .iii 192.168.10.254 .iii router dhep .iii
172.16.32 .iv 172.16.3.3 .iv 172.16.3.3 .iv 172.16.3.3 .iv dynamic dhep .iv

) N0 NYDIND INNNVY DINYP DN V-V DYDN

?(standard ACL) TPOITIVD W) DNYIN NNOWIT MITHNM DOODIN DX00ANn NN Yy .V
1252 (Destination) T¥>0 N2ND Oy .1
.(Ports) DVMAN 190N YW (Destination) TY1 W (Source) NPNRN NNI DY .2
7292 (Source) NPHNN NN VY .3

SIWY MNP YV (Ports) DVMNMAN MDD DY 4

4 30 Tnya Tvnn



,022UN0D MDY NN NNYPN ,10¥9N MWD MNWY - 30 -
714913 YN0 ,N”9vnN AN

INPTYHOLLD NNNY DXONPNNN DTHN DINYY .9
1193 XD N 1993 NI DN DN TNN DI 9235 MWD 972 200

1993 XY / 199 20T I DY NNVIAND NN INY NN YLVLD NN DY NNVIAND TN (1

1993 X9 / 199 WURIM T D000 TYD NIY DN N2XANOPLVD NN (2
1993 XY / 1993 SOMIVIN JIINT DMIPWYY NNXY NN DIRNND NYID WONRND NPT 1IN (3
1993 XY / 1993 NPT N INY DY NI OLLO NN (4
1993 89 / 199) STYD RSN 1A INPA IXPN 9IV0NN NN IND DHNOLLVLD DM (5

(Synchronize, Acknowledge) TCP 212101792 (Three-Way Handshake) "NW51wWnNn >0 NXONDT 5 MYTIND 989100 N7
(4 N25VW) NMAYNHN DAOVIA NN ﬂDPﬂ‘?

SYN+ACK ,ACK ,STA .1
ACK ,SYN ,ACK .2
ACK ,ACK,SYN .3

SYN,SYN+ACK ,ACK 4

09 DN .2

C:\>

Interface: 192.168.10.22 --- 0x3

Internet Address Physical Address Type
192.168.10.22 0a-c7-f5-20-a5-6a dynamic
192.168.1.255 ff-ff-ff-f£-f£-£f£ static
224.0.0.22 01-00-5e-00-00-16 static
224.0.0.251 01-00-5e-00-00-fb static
224.0.0.252 01-00-5e-00-00-fc static
239.255.255.250 01-00-5e-7f-ff-fa static
255.255.255.255 ff-ff-ff-ff-f£-££f static

N VAN MIXNY NN NTIP IWON
ipconfig .1

ipconfig/all .2

w

ipconfig /displaydns

arp-a .4

4 31 Tnya Tvnn
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?(Data Link Layer) DM 7P N2owa nxsmin (Logical Link Control) LLC 125V NN DY »Ipoyn Npoan nn )7
MAC Mo nxspn .1
18P MMP) P2 (Data Packets) D)D) MY>aN N1ayNa NMWPNN \1WO nwnnn .2
NP MTIPY P2 NOORD NP, NN NIV MPHN W XK1Y .3

.(Data Frame) DMNN NNON MAN DITHN 4

2901 NN NNVIANN NN DN NPADH PY NNV IONT7?
MDY PY .1
WPV NPY 2
YPIDA PY .3

WNIWLOM Y 4

TFTP-Y FTP D2101799 DY0N»NNn OXTN 02092970
993 XY IN 1193 X DN DN TNX DI 123D MAIWND 972 A0

1993 XY / 1993 TFTP 51019910 90y NVNN FTP Mipwan (1
1993 R / 1993 TFTP )p1v1791 90y 1n FTP :Hpwonan (2
1993 R / 199 .UDP nnn 72w TFTP :pvoon (3
1993 X9 / 19 TCP nnn 72 TFTP :Hpvnan (4

'NAT Overload NVOY >NN.A70

NINSPN T DY NNN NN TP N2IND GNYWO (N1PVIS NI2INI) MDD NYID DXAVNN I9DHNY NIWINHDT VY .1
.0V DXVN DN

NN IP NN 921NN MVIS IP N2INI 1D NITINI TPINAN NYIT TTNNN 2WNN DY NIWINHDT VY .2
DT99)

WAN-2 MY MNwIo DI129NNN0 DXV NYVIY IP MIAIND PNNY NIVINNDD VY .3

23595 DNMN NN NNIAYN DX DD NIWINDD VY .4

4 32 Tnya Tvnn
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(M719p3 20) 18 NOHNRY

(P2 1.25 — pyo H3) NONYA DIOIYDN D HY 1Y
J) NODIAY SINDINVY DIONIHN 'N—/N DIOYD

:Router2 212 10 NY2L SWHPoN VY 0ONYY N

Router2# show ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 11 subnets, 4 masks

0 172.16.1.0/24 [110/65] via 172.16.5.1, 00:55:31, Serial0/2/0
0 172.16.2.0/24 [110/65] via 172.16.5.1, 00:55:31, Serial0/2/0
C 172.16.3.0/24 is directly connected, GigabitEthernet0/0/0

L 172.16.3.254/32 is directly connected, GigabitEthernet0/0/0
0 172.16.4.0/24 [110/65] via 172.16.6.2, 00:55:31, Serial0/2/1
C 172.16.5.0/29 is directly connected, Serial0/2/0

L 172.16.5.2/32 is directly connected, Serial0/2/0

C 172.16.6.0/24 is directly connected, Serial0/2/1

L 172.16.6.1/32 is directly connected, Serial0/2/1

C 172.16.7.0/30 is directly connected, Serial0/1/0

L 172.16.7.2/32 is directly connected, Serial0/1/0

20999 AN DYONMNNN DITHIN DINY
3993 XY IN 193 NIN ON DN TN DI %230 M2IwWNN 972 1D

Router]l 2m2 (Serial) MONIDN INONIN NN 172.16.2.07) 172.16.1.0 MNWIN DX Router2 2,0 nvnin (1

1993 X9 / 19
1993 XY / 1993

1993 XY / 199

1993 XY / 1993

1993 X9 / 19

4 33 Tnya Tvnn

(AD) »2)71)7 PRI DX 1280 65 190NN ,0°INDA NN [110/65] TIwva (2
. 172.16.5.0/29 nw D Router2 2min 2 NP wnwn Serial 0/2/0 pwnnn (3

JRouter2 2mY (Static Route) YOLD 21N DIYON POV ON (4
SOV AN N DY YTV DY ITNAY ST 23N

.(subnetmask) N¥I"NN NIDHN NMNI DOWNNYN Router2 2030 DXINNHNN DOPpYHINN 93 (5
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Html Server (HTTP)™1 NIv2 NYO)N MIVAN NN 172.16.1.0/24 NN DWNHNIYNN D30 DIDND VIONN NYIN DN
D290V YOPN NX AN ,NT NIV VIDID YNNI DIV DY DOWNHYNI INY

TAN D30 TN ,D2YD NIYIHIN DY PINK .(5)—(1) B§219D10 DNIMDNN ,0>IV>2 AYNIN DXI0N YOPI
)20 MVYAN DX DNN TN 932 1IN .0XIDNN DMNVIINN

Routerl (config)# access-list 110 deny TCP 172.16.1.0 (1) (2)
0.0.0.0 eq (3)
Routerl (config)# access-list 110 (4) ip any any

Routerl (config)# interface Serial0/2/0

Routerl (config-if)ip access-group (5) in
(5 (4 (3 (2
110 i deny . 110 4 1721630 i 0000 i
67 i permit i 67 i 172.16.1.0 i 0.0.0.255 i
80 .iii all il 80 .iii 1721634 iii 255.255.255.0 .iii
443 v shutdown .iv 443 v 1721633 v 2550.0.0 .iv

7Y (floating static route) "9 YLV 21N M2 >N PTHND >TD Router3d 2MA NANIY NTIPS DINAD
2O¥9 7P NY 2N TN MNIPTN DTNV NIPNRD , 172.16.3.0/24

Router3(config)# ip route __a b c 2

c—a DYMIND OIPN 2ND» NN

1
172.1630 a
25525500 b
172.166.1 ¢

.2

172.16.3.1

2552552550 b
172.1662 ¢

3
172.1630 a
2552552550 b
172.16.60 ¢

4
172.1630 a
2552552550 b
172.16.6.1 ¢
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19N TP M2IND WpYW (Managers) DN DXONMNNT DNPNN DY NYOINI PNAN LAN-Management DY Dmn .7
PN POYY MTPan 11 DHCP-N NN (Man-in-the-Middle) "Y8NN2 WIN” 10N NOPNNA TYIN XIND OPIN KD
WD DHCP-1 NI > DY PI ysann P70 mM2iNd INSPIY N0ano »T Switch3 dnna

1
Switch3(config)# ip dhcp snooping
Switch3(config)# ip dhcp snooping vlan 20
Switch3(config)# int f0/2

Switch3(config-if)# ip dhcp snooping untrusted

Switch3(config)# ip dhcp snooping
Switch3(config)# ip dhcp snooping vlan 20
Switch3(config)# int f0/2

Switch3(config-if)# ip dhcp snooping trust

Switch3(config)# ip dhcp pool exam
Switch3(config)# ip dhcp snooping vlan 15
Switch3(config)# int f0/2

Switch3(config-if)# ip dhcp snooping trust

Switch3(config)# ip dhcp Starvation Attack
Switch3(config)# ip dhcp Starvation Attack vlan 15
Switch3(config)# int f0/2

Switch3(config-if)# ip dhcp snooping trust
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Building configuration...

Current configuration : 933 bytes
!
!

interface GigabitEthernet0/0/0

duplex auto
speed auto

!
interface Serial0/2/0

ip address 172.16.6.2 255.255.255.0
!

router ospf 2
log-adjacency-changes

network 0.0.0.255 172.16.4.0 area0
network 0.0.0.255 172.16.6.0 area0
!
router rip
network172.16.0.0
!
ip classless
!
ip flow-export version9
line con0

!
line aux0
!
line vty4 0
login

end

ip address 172.16.4.254 255.255.255.0

4 36 Tnya Tvnn

.show running-config :NTIP9N NANI) ONDN 1M1
DJNNDY TSI ININD ,2APNNY YPONT VYN Y97DY DIPYDN NV DY 1Y

T V2 PIN AN IONR
Routerl i
Router2 .ii
Router3 .iii

Router4 .iv

NN 219 27D 2N WHNY> 21N 2171119 NdNI
10N MYaN

RIP i
OSPF i
EIGRP .iii
STATIC .iv

(1

(2

)



,022UN0D MDY NN NNYPN ,10¥N MWD MNPY  — 34 -
714913 YN0 ,N”9vnN AN

:Router3 2m Y¥ 211N NYALH HPON VLYY DIND

Router3# show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i-IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 10 subnets, 4 masks

S 172.16.0.0/24 [1/0] via 172.16.6.1

0 172.16.1.0/24 [110/129] via 172.16.6.1,00:16:48, Serial0/2/0
0 172.16.2.0/24 [110/129] via 172.16.6.1, 00:16:48, Serial0/2/0
0 172.16.3.0/24 [110/65] via 172.16.6.1, 00:16:48, Serial0/2/0
C 172.16.4.0/24 is directly connected, GigabitEthernet0/0/0

L 172.16.4.254/32 is directly connected, GigabitEthernet0/0/0
0 172.16.5.0/29 [110/128] via 172.16.6.1, 00:16:48, Serial0/2/0
C 172.16.6.0/24 is directly connected, Serial0/2/0

L 172.16.6.2/32 is directly connected, Serial0/2/0

0 172.16.7.0/30 [110/128] via 172.16.6.1, 00:16:48, Serial0/2/0

S 200.10.10.0/24 [2/0] via 172.16.6.1

209951 AN DON»NNN DY DN
993 XY IN 1193 X DN DN TNX DI 120D MAIWND 972 1ID

1993 89 / 19 EIGRP X)) 19202 Y900 Moy IO Npvs (1
193 X9 / 99 DMWY 4873 MPT 16 :NXIN OSPF »21>MY NINND NITYN IND I2yw v (2
1993 XY / 199 172.16.0.0/24 DwI2 DN M2XAN NNYOYD HLVLON M YANYS AN (3
1993 XY / 199 AMN PO RIP 29101997 21990 209 172.16.0.0/24 nwAY M0 DX (4
1993 XD / 199) .OSPF 519101191 YW (AD) Y9100 PN X0 [110/128] ©» D2 Y90 110 Twn (5
1993 N9 / 19 YN MINYI NHNY IIRY DOVLDN DXINNN NPNN INRD (6
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JIY (NNINKD NN NNYNRIN NAININIY) MIININ NNV 1NN . 172.16.5.1/29 N>N Routerl SV 1PN MIINIHD NDNN
M NYIN 9332 ONPNNN PPYNND MNP

172.16.5.6 — NNINN NIIND, 172.16.5.0 — NHIYNI N2IND
172.16.5.7 — NNINN NIIND, 172.16.5.0 — NHIYNI NIIND
172.16.5.7 = NNINN NN, 172.16.5.1 — NNYNI NIIND

172.16.5.6 — MNINN NIIND, 172.16.5.1 — NHIYNI N2IND

1

2

'LAN-Management™1 Op»H7 DHCP-N NIWN N2ND 52> Workerl 2wNnNy 75 Routerl 212 PTHnD I8 NN

4 38 Tnya Tvnn

Router]l 2m2v Gig0/0/0 NN>%>2 ip helper-address 172.16.3.1
Routerl 2132w Gig0/0/1 NNX>X%42 ip helper-address 172.16.3.1
Router2 2m2av Gig0/0/0 NN>N8>1 ip helper-address 172.16.3.0

Router]l 2m2v Se0/2/0 NX>X¥>2 ip helper-address 172.16.3.1

1

.2

X

J2 N9DIA NYDINNN NNV DINYP DN V-V DIYDN

'TCP header 2 Checksum 17WN 9¥ YPPan NN

YN DX PN
YN DN DINTD
NTVI MINDY MO

OMMN M2AN DY NNIAYNN ITO NN WIAPY

1

.2

DYITIVD ACL DY 1NN NITHNN PN

access-list 90 deny tcp any host 172.16.0.0
access-list 130 deny host 172.16.1.1
access-list 90 deny host 172.16.1.1

access-list 90 permit ip any any

N")
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?(Data Link Layer) DM MY N25wa NR8NIN (Medium Access Control) MAC N122WN NN DY Iy 1PN NN
VI DNIIN DM N L1
D»oNPYN MMND 0PI MMX PP .2
N8P MIND P2 TCP/IP > NN Mim .3

DXAMYNT NNYPNN OYSNND YN VWY 4

2(Hybrid Cloud) 172> 2¥2 w1dw HY D»IPyn MNIMIN TNN 101279
DXINWN 21791 INY 12 My .1
INN PY N0 250 INY NN MDY .2
DM DY MM NNVIAX .3

NVNN 92 DY NNDN NVOYY 4

TFTP-Y FTP D21101795 DY0N»NNn OXTHN DIN9D )79
993 XY IN 1193 X DN DN TNX DI 123D MAIWND 972 D

,(connection-oriented) NN NN Dy DDIIN FTP Hpwovion (1
1993 XY / P9 .(connectionless) NN 90N NI TFTP 51910199

123 XY / P2 DOMYNYN INVIAN MIND PADN X9 TETP Hpwovon (2

DMV MTMIP YD DWNRNWYNY WANND FTP Hipworon (3
1993 XY / 1993 ADINYIN MNP DIXIAP NPINK ,NPPIN NP 1NI) DIXAPN NIWY DY

027 DXIANWYND YN'T 129, TIND 71D 2010 X TFTP :Hpvoan (4
1993 X9 / 199) FTP 59101992 INNIWNa Dwnn a0y

NN DY (MNONY) PwNNA Trunk I8ND Access ANN PA DTANN N1
.VLANs 9901 NXWY 912> Access 2801 ,7292 1NN VLAN-D 9739 Trunk a8n .1
.VLANs 9901 NXWY 512> Trunk 2817 ,7253 NN VLAN"D 9709 Access A8ND .2
AVNND ANNN P2 NYIPD WRWN Trunk 28N ,00NN P NP P TYPND Access I8N .3

21 P DNN INIXD ITNIN Trunk 23D, 1PMIPHN DY DITHINN VLANS D D3 NN PIYN Access AND .4
INN VLANS P9 D)0 M>an ayind

INAT Overload-2 W2OW DY »2yn NI 1NNIN70
POIPHRN DY JPNN N AWNN D20 DPTINDY NTIN NPNY NIND NIHn .1
SUNMIVIN JAIND DXV D .2
PNDNN DYDY PV NYINHD INIAYNN DI Masn .3

.DMPNN I9D1D NIY ITNIN DNN PN NNV NN, NYNDN [P MIInd1 Poon 4
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Tarp -a :NTIPON VYD DORNN DNN NN .DMPON DXV DINAD.AVV

1

over a maximum of 3@ hops:

ms ms 2a0d:6fc0:713:1f00::1
ms ms 2a0d: 6FcO: ff: fff FHHf FHHf: FFHF:FF06
Request timed out.
Request timed out.
2001:40a8::e
Request timed out.
port-channell2.core2.fral.he.net [2001:470:0:63d::1]
level3-as3356.e0-6.core2.fral.he.net [2001:470:0:37e::2]

o000 EwmNnREe

Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix . : lan

Description . . . . . . . . . . . : Intel(R) Wi-Fi 6 AX201 166MHz

Physical Address. . . . . . . . . : 18-3D-1C-9C-6A-3F

DHCPSEnablied iz’ i o s it Yes

Autoconfiguration Enabled . . . . : Yes

IPv6 Address. . . . . . . . . . . : 2a0d:6fc@:713:1f00:96b2:celc:f7cd: 7Ufe(Preferred)
Temporary IPv6 Address. . . . . . : 2a@d:6fc0:713:1f00:18b7:bf7e:80U:cld(Preferred)
Link-local IPv6 Address . . . . . : fe80::b939:e6la:76F6:3821%3(Preferred)

IPvl Address. . . . . . . . . . . : 192.168.1.122(Preferred)

SUbn R A O 557255125516

Interface: 192.168.1.122 -— 0x3

Internet Address Physical Address Type
19g 16811 @a-c7-f5-20-a5-62 dynamic
192.168.1.255 L e e e static
224.0.0.22 01-00-5e-00-00-16 static
224.0.0.251 01-00-5e-00-00—fb static
224.0.0.252 01-00-5e-00-00—Ffc static
239.255.255.250 01-00-5e-7f—ff—fa static

Windows IP Configuration

ocsp.digicert.com

Record Name . . . . . : ocsp.digicert.com
Record Type . . . . . : 5

Time To Live . . . . : 2248

Data Length . . . . . : 8

Section . . . . . . . : Answer

CNAME Record . . . . : ocsp.edge.digicert.com

fPINbsna
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23N NAYNN NN NIYNRN NI90N HX 91NP¥1 19PN 9PY¥0 93
LIPNAN NYANN DR NN GTN AR IPIM T30 T¥1NRN DIPNI DIOY NN NPATN NN IPPATH

NN MIYN NINIPY N PN

(M3 2) 3 NHNY (M1P3 2) 2 PHNY (M7993 6) 1 DHNY

¢ 3 2 1 ¢ 3 2 1 PANY /PN N PYO

1993 8D / 199 2 Py

¢ 3 2 1 ) VYo

(71993 2) 6 NHNY (71193 4) 5 DOHNY (77993 2) 4 NONY

49 3 2 1 H-/R DOYYONN DY Y 1Y 49 3 2 1
4 3 2 1 N 9y0
4 3 2 1 1 Pyo

4 3 2 1 ) Pyo

(MT191 2) 9 NHNY (MTIP) 2) 8 NHNY (M1 6) 7 NHNVY

4 3 2 1 4 3 2 1 ||’1/NDOWONN DVIDY DY 1Y
4 3 2 1 N Pyo
4 3 2 1 2 Pyo
4 3 2 1 ) Pyo

4 3 2 1 1 Pyo

(713 3) 12 DOHNY (MTIP1 4) 11 DHNY (M™IP1 2) 10 DONY
4 3 2 1 4 3 2 1 4 3 2 1
(77993 10) 14 DHNY (MTIP3 3) 13 DONY

4 3 2 1 X PO A-NX D2YYONN TN DY 1Y

4 3 2 1 1 Pyo 4 3 2 1 N VYo
4 3 2 1 ) Pyo 4 3 2 1 2 Yyo
4 3 2 1 1 Pyo

4 3 2 1 n PYo
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PN/ (4 49 3 2 1 7 pyo 4 3 2 1 7 pyo
PN /P (S 4 3 2 1 N Pyo 4 3 2 1 N Pyo
2 Pyo 1 Py
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GREP(1) User Commands

NAME

grep - print lines that match patterns

SYNOPSIS
grep [OPTION...] PATTERNS [FILE...]
grep [OPTION...] -e PATTERNS ... [FILE...]

grep [OPTION...] -f PATTERN_FILE ... [FILE.. ]

DESCRIPTION

grep searches for PATTERNS in each FILE. PATTERNS is one or more patterns separated by newline characters, and
grep prints each line that matches a pattern. Typically PATTERNS should be quoted when grep is used in a shell command.

A FILE of “-” stands for standard input. If no FILE is given, recursive searches examine the working directory, and

nonrecursive searches read standard input.

OPTIONS
Generic Program Information

--help Output a usage message and exit.

-V, --version

Output the version number of grep and exit.
Pattern Syntax

-E, --extended-regexp

Interpret PATTERNS as extended regular expressions (EREs, see below).
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-F, --fixed-strings

Interpret PATTERNS as fixed strings, not regular expressions.

-G, --basic-regexp

Interpret PATTERNS as basic regular expressions (BREs, see below). This is the default.

-P, --perl-regexp

Interpret PATTERNS as Perl-compatible regular expressions (PCREs).
This option is experimental when combined with the -z (--null-data) option, and grep -P may warn of unimplemented

features.

Matching Control
-e PATTERNS, --regexp=PATTERNS

Use PATTERNS as the patterns. If this option is used multiple times or is combined with the -f (--file) option, search

for all patterns given. This option can be used to protect a pattern beginning with “-”.

-f FILE, --file=FILE

Obtain patterns from FILE, one per line. If this option is used multiple times or is combined with the -e (--regexp)
option, search for all patterns given. The empty file contains zero patterns, and therefore matches nothing.

If FILE is - , read patterns from standard input.

-i, --ignore-case

Ignore case distinctions in patterns and input data, so that characters that differ only in case match each other.

--no-ignore-case

Do not ignore case distinctions in patterns and input data. This is the default. This option is useful for passing to shell

scripts that already use -i, to cancel its effects because the two options override each other.

-v, --invert-match

Invert the sense of matching, to select non-matching lines.

-w, --word-regexp

Select only those lines containing matches that form whole words. The test is that the matching substring must either
be at the beginning of the line, or preceded by a non-word constituent character. Similarly, it must be either at the end
of the line or followed by a non-word constituent character. Word-constituent characters are letters, digits, and the

underscore. This option has no effect if -x is also specified.

3 TInya Jnn
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-X, --line-regexp

Select only those matches that exactly match the whole line. For a regular expression pattern, this is like

parenthesizing the pattern and then surrounding it with A and $.

REGULAR EXPRESSIONS

A regular expression is a pattern that describes a set of strings. Regular expressions are constructed analogously to

arithmetic expressions, by using various operators to combine smaller expressions.

grep understands three different versions of regular expression syntax: “basic” (BRE), “extended” (ERE) and “perl”
(PCRE). In GNU grep, basic and extended regular expressions are merely different notations for the same pattern-
matching functionality. In other implementations, basic regular expressions are ordinarily less powerful than extended,
though occasionally it is the other way around. The following description applies to extended regular expressions;
differences for basic regular expressions are summarized afterwards. Perl-compatible regular expressions have different

functionality, and are documented in pcre2syntax(3) and pcre2pattern(3), but work only if PCRE support is enabled.

The fundamental building blocks are the regular expressions that match a single character. Most characters, including all
letters and digits, are regular expressions that match themselves. Any meta-character with special meaning may be quoted

by preceding it with a backslash.

The period. matches any single character. It is unspecified whether it matches an encoding error.

Character Classes and Bracket Expressions

A bracket expression is a list of characters enclosed by [ and ]. It matches any single character in that list. If the first
character of the list is the caret A then it matches any character not in the list; it is unspecified whether it matches an

encoding error. For example, the regular expression [0123456789] matches any single digit.

Within a bracket expression, a range expression consists of two characters separated by a hyphen. In the default C locale,
it matches any single character that appears between the two characters in ASCII order, inclusive. For example, [a-d] is
equivalent to [abed]. In other locales the behavior is unspecified: [a-d] might be equivalent to [abed] or [aBbCeDd] or
some other bracket expression, or it might fail to match any character, or the set of characters that it matches might be
erratic, or it might be invalid. To obtain the traditional interpretation of bracket expressions, you can use the C locale by

setting the LC_ALL environment variable to the value C.

Finally, certain named classes of characters are predefined within bracket expressions, as follows. Their names are self
explanatory, and they are [:alnum:], [:alpha:], [:blank:], [:cntrl:], [:digit:], [:graph:], [:lower:], [:print:], [:punct:],
[:space:], [:upper:], and [:xdigit:]. For example, [[:alnum:]] means the character class of numbers and letters in the
current locale. In the C locale and ASCII character set encoding, this is the same as [0-9A-Za-z]. (Note that the brackets in
these class names are part of the symbolic names, and must be included in addition to the brackets delimiting the bracket
expression.) Most meta-characters lose their special meaning inside bracket expressions. To include a literal ] place it first

in the list. Similarly, to include a literal A place it anywhere but first. Finally, to include a literal - place it last.

Anchoring

The caret A and the dollar sign $ are meta-characters that respectively match the empty string at the beginning and end of a

line.

4 Ty TUNN



oY1 MOIYN MNIPY PYND '2 NID) -4 -
179VWN AN ,714913 HNO

The Backslash Character and Special Expressions

The symbols \< and \> respectively match the empty string at the beginning and end of a word. The symbol \b matches the
empty string at the edge of a word, and \B matches the empty string provided it's not at the edge of a word. The symbol \w

is a synonym for [_[:alnum:]] and \W is a synonym for [*_[:alnum:]].

Repetition
A regular expression may be followed by one of several repetition operators:
?  The preceding item is optional and matched at most once.
*  The preceding item will be matched zero or more times.
+  The preceding item will be matched one or more times.
{n} The preceding item is matched exactly n times.
{n,} The preceding item is matched n or more times.
{,m} The preceding item is matched at most m times. This is a GNU extension.

{n,m} The preceding item is matched at least n times, but not more than m times.

Concatenation

Two regular expressions may be concatenated; the resulting regular expression matches any string formed by

concatenating two substrings that respectively match the concatenated expressions.

Alternation

Two regular expressions may be joined by the infix operator I; the resulting regular expression matches any string

matching either alternate expression.

Precedence

Repetition takes precedence over concatenation, which in turn takes precedence over alternation. A whole expression may

be enclosed in parentheses to override these precedence rules and form a subexpression.

Back-references and Subexpressions

The back-reference \n, where n is a single digit, matches the substring previously matched by the nth parenthesized

subexpression of the regular expression.

Basic vs Extended Regular Expressions

In basic regular expressions the meta-characters ?, +, {, I, (, and ) lose their special meaning; instead use the backslashed
versions \?, \+, \{, \Il, \(, and \).
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umask(2) System Calls Manual

NAME

umask - set file mode creation mask

LIBRARY

Standard C library (libc, -Ic)

SYNOPSIS
#include <sys/stat.h>

mode_t umask(mode_t mask);

DESCRIPTION

umask() sets the calling process's file mode creation mask (umask) to mask & 0777 (i.e., only the file permission bits of

mask are used), and returns the previous value of the mask.

The umask is used by open(2), mkdir(2), and other system calls that create files to modify the permissions placed on newly
created files or directories. Specifically, permissions in the umask are turned off from the mode argument to open(2) and
mkdir(2).

Alternatively, if the parent directory has a default ACL (see acl(5)), the umask is ignored, the default ACL is inherited, the
permission bits are set based on the inherited ACL, and permission bits absent in the mode argument are turned off. For

example, the following default ACL is equivalent to a umask of 022:

UIITWX,E1r-X,001-X

Combining the effect of this default ACL with a mode argument of 0666 (rw-rw-rw-), the resulting file permissions would
be 0644 (rw-r--r--).

The constants that should be used to specify mask are described in inode(7).

The typical default value for the process umask is S_IWGRP | S_IWOTH (octal 022). In the usual case where the mode

argument to open(2) is specified as:

S_IRUSR I S_IWUSR | S_IRGRP I S_IWGRP I S_IROTH | S_IWOTH

(octal 0666) when creating a new file, the permissions on the resulting file will be:
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S_IRUSR | S_IWUSR | S_IRGRP | S_IROTH

(because 0666 & ~022 = 0644; i.e. rw-r--r--).

SORT(1) User Commands

NAME

sort - sort lines of text files

SYNOPSIS
sort [OPTION]... [FILE]...

sort [OPTION]... --filesO-from=F

DESCRIPTION

Write sorted concatenation of all FILE(s) to standard output.

With no FILE, or when FILE is -, read standard input.

Mandatory arguments to long options are mandatory for short options too. Ordering options:
-b, --ignore-leading-blanks

ignore leading blanks

-d, --dictionary-order

consider only blanks and alphanumeric characters

-f, --ignore-case

fold lower case to upper case characters

-g, --general-numeric-sort

compare according to general numerical value

-i, --ignore-nonprinting
consider only printable characters
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-M, --month-sort

compare (unknown) < 'JAN' < ... < 'DEC'

-h, --human-numeric-sort

compare human readable numbers (e.g., 2K 1G)

-n, --numeric-sort

compare according to string numerical value; see manual for which strings are supported

-R, --random-sort

shuffle, but group identical keys. See shuf(1)

--random-source=FILE

get random bytes from FILE

-I, ==-Ireverse

reverse the result of comparisons

--sort=WORD

sort according to WORD: general-numeric -g, human-numeric -h, month -M, numeric -n, random -R, version -V

-V, --version-sort

natural sort of (version) numbers within text

Other options:

--batch-size=NMERGE

merge at most NMERGE inputs at once; for more use temp files

-¢, --check, --check=diagnose-first

check for sorted input; do not sort

-C, --check=quiet, --check=silent

like -c, but do not report first bad line

8 Tnya TYnn



oY1 MOIYN MNIPY PYND '2 NID) -8 -
179VWN AN ,714913 HNO

--compress-program=PROG

compress temporaries with PROG; decompress them with PROG -d

--debug

annotate the part of the line used to sort, and warn about questionable usage to stderr

--filesO-from=F

read input from the files specified by NUL-terminated names in file F; If F is - then read names from standard input

-k, --key=KEYDEF

sort via a key; KEYDEEF gives location and type

-m, --merge

merge already sorted files; do not sort

-0, --output=FILE

write result to FILE instead of standard output

-s, --stable

stabilize sort by disabling last-resort comparison

-S, --buffer-size=SIZE

use SIZE for main memory buffer

-t, --field-separator=SEP

use SEP instead of non-blank to blank transition

-T, --temporary-directory=DIR

use DIR for temporaries, not $TMPDIR or /tmp; multiple options specify multiple directories

--parallel=N

change the number of sorts run concurrently to N
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-u, --unique

with -c¢, check for strict ordering; without -¢, output only the first of an equal run

-7, --zero-terminated

line delimiter is NUL, not newline

--help

display this help and exit

--version

output version information and exit

KEYDEEF is F[.C][OPTS][,F[.C][OPTS]] for start and s position, where F is a field number and C a character position in
the field; both are origin 1, and the s position defaults to the line's end. If neither -t nor -b is in effect, characters in a field
are counted from the beginning of the preceding whitespace. OPTS is one or more single-letter ordering options
[bdfgiMhnRrV], which override global ordering options for that key. If no key is given, use the entire line as the key. Use

--debug to diagnose incorrect key usage.

SIZE may be followed by the following multiplicative suffixes: % 1% of memory, b 1, K 1024 (default), and so on for M,
G, T.P,E,Z,Y,R,Q.

*#* WARNING *** The locale specified by the environment affects sort order. Set LC_ALL=C to get the traditional sort

order that uses native byte values.

TAIL(1) User Commands

NAME

tail - output the last part of files

SYNOPSIS

tail [OPTION]... [FILE]...

DESCRIPTION

Print the last 10 lines of each FILE to standard output. With more than one FILE, precede each with a header giving the file

name.
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With no FILE, or when FILE is -, read standard input.

Mandatory arguments to long options are mandatory for short options too.

-c, --bytes=[+]NUM

output the last NUM bytes; or use -c +NUM to output starting with byte NUM of each file

-f, --follow[={nameldescriptor}]

output appended data as the file grows;

an absent option argument means 'descriptor’

-F  same as --follow=name --retry

-n, --lines=[+]NUM

output the last NUM lines, instead of the last 10; or use -n +NUM to skip NUM-1 lines at the start --max-unchanged-

stats=N with --follow=name, reopen a FILE which has not

changed size after N (default 5) iterations to see if it has been unlinked or renamed (this is the usual case of rotated log

files); with inotify, this option is rarely useful

--pid=PID

with -f, terminate after process ID, PID dies; can be repeated to watch multiple processes

-q, --quiet, --silent

never output headers giving file names

--retry

keep trying to open a file if it is inaccessible

-s, --sleep-interval=N

with -f, sleep for approximately N seconds (default 1.0) between iterations; with inotify and --pid=P, check process P

at least once every N seconds
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-v, --verbose

always output headers giving file names

-7, --zero-terminated

line delimiter is NUL, not newline

--help display this help and exit

--version

output version information and exit

NUM may have a multiplier suffix: b 512, kB 1000, K 1024, MB 1000*1000, M 1024*1024, GB 1000*1000*1000, G
1024*%1024*1024, and so on for T, P, E, Z, Y, R, Q. Binary prefixes can be used, too: KiB=K, MiB=M, and so on.

With --follow (-f), tail defaults to following the file descriptor, which means that even if a tail'ed file is renamed, tail will
continue to track its end. This default behavior is not desirable when you really want to track the actual name of the file,
not the file descriptor (e.g., log rotation). Use --follow=name in that case. That causes tail to track the named file in a way

that accommodates renaming, removal and creation.

FALLOCATE(Q) User Commands

NAME

fallocate - preallocate or deallocate space to a file

SYNOPSIS

fallocate [-cl-pl-z] [-o0 offset] -1 length [-n] filename

fallocate -d [-o offset] [-I length] filename

fallocate -x [-o0 offset] -1 length filename
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DESCRIPTION

fallocate is used to manipulate the allocated disk space for a file, either to deallocate or preallocate it. For filesystems
which support the fallocate(2) system call, preallocation is done quickly by allocating blocks and marking them as

uninitialized, requiring no IO to the data blocks. This is much faster than creating a file by filling it with zeroes.

The exit status returned by fallocate is O on success and 1 on failure.

OPTIONS

The length and offset arguments may be followed by the multiplicative suffixes KiB (=1024), MiB (=1024*%1024), and so
on for GiB, TiB, PiB, EiB, ZiB, and YiB (the "iB" is optional, e.g., "K" has the same meaning as "KiB") or the suffixes KB
(=1000), MB (=1000*1000), and so on for GB, TB, PB, EB, ZB, and YB.

The options --collapse-range, --dig-holes, --punch-hole, and --zero-range are mutually exclusive.

-c, --collapse-range

Removes a byte range from a file, without leaving a hole. The byte range to be collapsed starts at offset and continues
for length bytes. At the completion of the operation, the contents of the file starting at the location offset+length
will be appended at the location offset, and the file will be length bytes smaller. The option --keep-size may not be

specified for the collapse-range operation.

Available since Linux 3.15 for ext4 (only for extent-based files) and XFS. A filesystem may place limitations on the
granularity of the operation, in order to ensure efficient implementation. Typically, offset and length must be a multiple
of the filesystem logical block size, which varies according to the filesystem type and configuration. If a filesystem has

such a requirement, the operation will fail with the error EINVAL if this requirement is violated.

-d, --dig-holes

Detect and dig holes. This makes the file sparse in-place, without using extra disk space. The minimum size of the hole
depends on filesystem I/O block size (usually 4096 bytes). Also, when using this option, --keep-size is implied. If no

range is specified by --offset and --length, then the entire file is analyzed for holes.

You can think of this option as doing a "cp --sparse" and then renaming the destination file to the original, without

the need for extra disk space.

See --punch-hole for a list of supported filesystems.

-i, --insert-range

Insert a hole of length bytes from offset, shifting existing data.

-1, --length length

Specifies the length of the range, in bytes.
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-n, --keep-size

Do not modify the apparent length of the file. This may effectively allocate blocks past EOF, which can be removed

with a truncate.

-0, --offset offset

Specifies the beginning offset of the range, in bytes.

-p, --punch-hole

Deallocates space (i.e., creates a hole) in the byte range starting at offset and continuing for length bytes. Within
the specified range, partial filesystem blocks are zeroed, and whole filesystem blocks are removed from the file. After
a successful call, subsequent reads from this range will return zeroes. This option may not be specified at the same

time as the --zero-range option. Also, when using this option, --keep-size is implied.

Supported for XFS (since Linux 2.6.38), ext4 (since Linux 3.0), Btrfs (since Linux 3.7), tmpfs (since Linux 3.5) and
efs2 (since Linux 4.16).

-v, --verbose

Enable verbose mode.

-X, --posix

Enable POSIX operation mode. In that mode allocation operation always completes, but it may take longer time when

fast allocation is not supported by the underlying filesystem.

-z, --Zero-range

Zeroes space in the byte range starting at offset and continuing for length bytes. Within the specified range, blocks are
preallocated for the regions that span the holes in the file. After a successful call, subsequent reads from this range will

return zeroes.

Zeroing is done within the filesystem preferably by converting the range into unwritten extents. This approach means
that the specified range will not be physically zeroed out on the device (except for partial blocks at the either end of the

range), and I/O is (otherwise) required only to update metadata.
Option --keep-size can be specified to prevent file length modification.

Auvailable since Linux 3.14 for ext4 (only for extent-based files) and XFS.

-h, --help

Display help text and exit.

14 Ty Tuvnn



O¥aN MIIYH MNIPY PN ’2 NID)
179VWN AN ,714913 HNO

-V, --version

Print version and exit.

Information Stored in Page Table Entry

* Frame Number
* V - valid/invalid
* R - read, write (Protection bit)

* M - Modified Bit

_14_
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DHCP Request

»72 NIWY N17Na (DHCP Request) NYPa N X1 ,DHCP-N NI > Dy Nyxmnn IP71 NN DX INI2 PYWINN IWND
:DNIN DXV NN NODD NN IYPAN NIYWI 19INI TP N2IND NIX 92P5Y N17°N2N NN IWUNRY

22PN NIY TP NIND NN PINHD PYIND DYN [P0 NN e
2OW MAC™1 N2IND 10D, PYINND DY O TIND D :MPON Nitn e
2191 57NN D2 YV ,DNS NI 10D 09D DMIVNIN YPAD D100 PYINT :(ODIPINN) DAD) DMIVNIY e

MYWN N9WI TWPIN DN IWRN NN PPN 9197 DX .NYPan IR PTa nIwm  DHCP-N NIwo naym wn nwpan
WY ,NYI NIDN NI DXADN DIVHIY DY TH> ,PYINY ANSPINY IP71 1IN DX 9910 NN . PWInS (DHCP ACK)
DNS >N 97nn n»7a

DHCPACK

:DN2N DXV NN D919 NN (DHCP ACK)DHCP MYON 1D NOWY PWInn Nvpa NN IWNND DHCP nw
SPYONY WINR NIWNY IPTD N2IND ANV IPN NnD e

SPYOND THONYN TPONY NYIN DTN DX 7PTHIN :DYINI0N e

DOOIPNN NYINND NNOXD DTN NP WNRWND AMN OV IPTN NAINI DTNND NPIT WY e

IP M123032 PymT mny 0nInd ownwni DNS-1 NI D P71 M2nd :DNS MY e

A2 NNSPINY TP~ N3N WHRNWND XYY PYINIY IOt TUN :(Lease time) O»N DT o

DY DINN DXPWIN DY WPNY WY NWINN IP1 NN wHNWND PNNND 910> PYWIND ,MYINN NDAP INNRD

D252 D220 DTN

R1 N0 (Router Name) 210 DY MTIPON 531 e
S1 :X30 (Switch Name) dnnin ov

L <> TN WY NONMNN/NYNINN NTIPN DYV DIVNINN °
.(or) W = ymynwn i

ANN1/2N13 YO0 MNP

R1 or S1(config)# hostname <device_name> 2NN/AM5 OV DTN
R1 or S1 (config)# enable secret <password> NN 2XND MAXIN INDD
R1 or S1 (config)# banner motd <delimiter><message><delimiter> ;D% MID
R1 or S1#copy run st :NVRAM™5 RAM™2 D»PN NNSNN NP NPHY

2N1N/2M31 console™> NNDXD NITHN
R1 or S1 (config)# line console <line_number>
R1 or S1 (config-line)# password <password>
R1 or S1 (config-line)# login
R1 or S1 (config-line)# login local
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R1 or S1 (config)# line vty <start_line> <end_line>
R1 or S1 (config-line)# password <password>

R1 or S1 (config-line)# login

R1 or S1 (config-line)# login local

R1 or S1 (config)# service password-encryption

R1# show running-config 113

S1# show running-config 3NN1

R1# show startup-config 2112

S1# show startup-config 3NnN1

S1#show mac address-table

R1#show ip route

R1# show ip interface brief

R1# show interface<interface_type><number>
R1# show arp

c:\>arp -a
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(Switch) ynnd mon»nnn Mps
2592 VLAN / TRUNK M97)0
S1(config)# vlan <vlan_id>
S1(config-vlan)# name <vlan_name>
S1(config)# interface <interface_type><interface_number>
S1(config-if)# switchport mode <accesslltrunk>
S1(config-if)# switchport access vlan <vlan_id>

S1(config-if)# switchport trunk allowed vlan <vlan_list>

S1# show vlan brief
S1# show vlan
25N HNVAR MITHIN
S1(config-if)# switchport port-security
S1(config-if)# switchport port-security maximum <number>
S1(config-if)# switchport port-security mac-address <mac_address>

S1(config-if)# switchport port-security violation <shutdown/restrict/protect>

DN D2PYNN NHL HITHIN
Switch(config)# interface range <interface_type><start_number> - <end_number>

Switch(config)# interface range <interface_type><interface_number> , <interface_type><interface_number>

(Router) anmbd mon»nnn mM™Mps
:2N32 (interface) PYNN/NNIY NITHIN
R1(config)# interface <interface_type><number>
R1 (config-if)# ip address <ip_address> <subnet_mask>
R1 (config-if)# no shutdown
R1 (config-if)# description <text>  TPDIVXNN TIPS

R1(config)# no ip domain-lookup :AN32 YVMVIND DNS-H VI9N HI1VIa

2192 29PIVIND MITHN

:OSPF 25910139 DI1HD

R1(config)# router ospf <process_id>

R1(config-router)# network <network_address> <wildcard_mask> area <area_number>
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R1(config)# router eigrp <AS-number> AS= Autonomous System

R1(config-router)# network <network-address> <wildcard-mask>

R1(config)# router rip
R1(config-router)# version <1112>

R1(config-router)# network <network_address>

R1(config)# ip route <destination_network> <subnet_mask> <next_hopllip/exit_interface>

R1(config)# ip dhcp excluded-address <start_ip> <end_ip>

R1(config)# ip <pool_name>

R1(config-dhcp)# network <network_address> <subnet_mask>
R1(config-dhcp)# default-router <gateway_ip_address>
R1(config-dhcp)# dns-server <dns_ip address>
R1(config-dhcp)# domain-name <domain>

R1(config-dhcp)# lease <days> [hours] [minutes]

:EIGRP 210179 171N

:RIP 999I1D199 DY TN

:(98) YLV 1NN

:252 DHCP 9970

<R1(config-if)#ip helper-address <ip address (DHCP Relay Agent) 212 9NN YOpPHN IP MIINd Noapd

;2532 Access Control List (ACL) H97)n

Standard = group number 1-99

R1(config)# access-list <group_number> <permit/deny> <source_ip> <wildcard_mask>

R1(config-ext-nacl)# access-list <group-number> <permit/deny> any any

Extended = group number 100-199

R1(config-ext-nacl)# <permit/deny> <protocol> <source_ip> <wildcard_mask> <destination_ip> ...

<wildcard_mask> <eq=port number>
R1(config)# ip access-list extended <name>

R1(config-if)# ip access-group <acl numberllname> inllout
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:anya NAT 970
R1(config)#interface <interface_type><number> inside interface
R1(config-if)#ip address <interface_type><number>
R1(config-if)#ip nat inside
R1(config)#interface <interface_type><number> outside interface
R1(config-if)#ip address <interface_type><number>
R1(config-if)#ip nat outside
R1(config)#access-list <group_number> permit <source ip address> <wildcard mask>
R1(config)#ip nat inside source list <group number> interface <outside interface> overload

R1(config)# ip nat inside source static <local_ip> <global_ip>

AON M2IND WAPY DNPNN DN YAPd (pool) TP ACL .1M2IND MXN TINND NPNDN TP MInNd Ndna
R1(config)# ip nat inside source list <acl_number> pool <pool_name>
DPNDN [P MIIND NNND NPNY
R1(config)# ip nat pool <pool_name> <start_ip> <end_ip> netmask <netmask>

R1(config-if)# ip nat <inside/outside>

ST al-2"7a)-1



DINMNI PO N NOD)
779VN 2°aN ,714913 )ONYH

ANNN DN

YN

lavh

NN

static algorithm

CraTtmdeckui airopuT™M

YLLD DNININ

initialization 3arpyska/MHUIMATN3AIA slaiy) 2INNN
block Brok a< P2
hashing XemmposaHue e 2%
page replacement 3amMeHa CTpaHMIIbI oladan Jlaviaw) D97 NASNN
hierarchy Mepapxusa Lia 0 39N
allocation Hasnauenne aradl NS
access permission Hocryn Jsay u-’l W) NNYIN
pause ITaysa c;."ejn J.%js mnvn
cache memory Kam-mamaArs ;;:wdl A8 <1 PHLH PN
binary search JIBOMYHBIIT TOUCK S5 Sy NI VIO
sequential search CepuitHbIIit TOMCK ‘;,-Lm-‘-aﬁ S YNITO VIddN
exception AHOMaTbHBIII il »IN
loading 3arpyska Jaans Y0
miss ratio K03 OUIMEHT KaII- sUasyl & ANVLAN DR
IIPOMaxoB
page fault OTka3s B foCTyIe K CTpaHulle dadnll Jid 97 Ywo
partition paspen Juols 8NN
matrix Marpurna Lgdina 90N
mapping KapTtuposanue LA ey Rl
mutual exclusion Bsanmnoe uckmouenne JaLsR slad) WTTN YN
distributed system JernieHTpan3oBaHHAsA &)32 plas NI NOIWN
cucreMa
synchronization CHHXpoHU3aLNA a5 N0
interrupt [TpepoiBanme C"°:° vAlvh!
file Daitn Jile XIP
critical code section Kputnueckuit yuacTok Kofa zoadl osSdl adaie YOMIP TIP YyoOp
deadlock 3acToit 35S, NINDP

virtual memory method

Cucrema BUPTya/IbHOM

5,51 allss BlSLas

MYTN PNIDOT VWY

MaMATH
batch process [TaketHast o6paboTka ol dadlad NSN TONN
timing CuHXpOHM3aLs il O




	דף שער
	השאלות
	נספח א: דף תשובות
	נספח ב׳: 
נספח פקודות לחלק א׳ — עקרונות מערכות הפעלה
	נספח ג׳: טופולוגיה לחלק ב׳
	נספח ד׳: נספח פקודות לחלק ב' — תקשורת נתונים ורשתות מחשבים
	נספח ה׳: מילון מונחים

